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Abstract: Smart home technologies have attracted more users in recent years due
to significant advancements in their underlying enabler components, such as
sensors, actuators, and processors, which are spreading in various domains and
have become more affordable. However, these I0T-based solutions are prone to
data leakage; this privacy issue has motivated researchers to seek a secure solution
to overcome this challenge. In this regard, wireless signal eavesdropping is one of
the most severe threats that enables attackers to obtain residents’ sensitive
information. Even if the system encrypts all communications, some cyber attacks
can still steal information by interpreting the contextual data related to the
transmitted signals. For example, a “fingerprint and timing-based snooping (FATS)”
attack is a side-channel attack (SCA) developed to infer in-home activities passively
from a remote location near the targeted house. An SCA is a sort of cyber attack
that extracts valuable information from smart systems without accessing the content
of data packets. This paper reviews the SCAs associated with cyber—physical
systems, focusing on the proposed solutions to protect the privacy of smart homes
against FATS attacks in detail. Moreover, this work clarifies shortcomings and future

opportunities by analyzing the existing gaps in the reviewed methods.
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