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A. General information about the course:

Course Ildentification

1. Credit hours: 3 (2 Theory, 2 lab)

2. Course type:

a. University [] College [] Department[X Track[] Others[]
b. Required Electivell

3. Levellyear at which this course is offered: 3rd Level

4. Course general Description: Students explore how information is exchanged on the
Internet and the security issues that arise due to information exchange between different
technologies. Students learn concepts of authentication, authorization, access control in network
security. Students gain knowledge about Use of cryptography for data and network security.
Students are introduced to the topics such as firewalls, public key infrastructure, security standards
and protocols, virtual private networks, and wireless network security.

5. Pre-requirements for this course (if any):

6. Co-requirements for this course (if any): N/A

7. Course Main Objective(s):

1. Teaching mode (mark all that apply)
1. Traditional classroom
2. E-learning
Hybrid
3. e Traditional classroom 60 100%
e E-learning
4. Distance learning

2. Contact Hours (based on the academic semester)

Activity Contact Hours

1. Lectures 12

2. Laboratory/Studio 48

3. Field

4. Tutorial

5. Others (specify) 150
o |

B. Course Learning Outcomes (CLOs), Teaching Strategies
and Assessment Methods

Code of Teachin Assessment
Code Course Learning Outcomes | CLOs aligned 9
) SHECETES Methods
with program

| 1.0 [ Knowledge and understanding

600



Code

Course Learning Outcomes

Understand basic concept of
how to protect and design
private network.

1.1

Understand how to protect
security of information

Use theoretical and
practical knowledge in
securing data transfer and

1.3 authentication

Code of
CLOs aligned
with program

5¢ «1g

5¢ «1g

5¢ «1g
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Teaching
Strategies

Class lectures.
Class discussion.
Questions/Answer
s

session in class.
Home work.
Learning by
discovery.
Self-education.
Brainstorming.
Online search.
KWL learning table.
Mind maps.
Concept maps.

** %

Assessment
Methods

Quizzes.
Homework and
Assignments.
Written and online
exams.

Writing reports.
Presentations.
Discussion
debate.
Achievement file.
Performance

and

Attacker goals, capabilities,
and motivations (such as
underground economy,
digital espionage,
cyberwarfare, insider
threats, hacktivism,
advanced persistentthreats)

2.1

Architectures for
networks (e.g.,
channels, secure routing
protocols, secure DNS,
VPNs, anonymous
communication protocols,
isolation)

secure
secure

2.2

Use of cryptographyfor data

2.3
and network securit

5¢ «1g

5¢ <l

5¢ «1g

Class lectures.
Class discussion.
Questions/Answer
S

session in class.
Home work.
Learning by
discovery.
Self-education.
Brainstorming.
Online search.
Mind maps.
Concept maps.

Quizzes.
Homework and
Assignments.
Written and online
exams.

Writing reports.
Presentations.
Discussion
debate.
Achievement file.
Performance tests.

and

3.0 | Values, autonomy, and responsibility

Collaboration,  teamwork,
and professional ethics.
Take the responsibility for

3.2 continuous learning, and
self-development.
Effective and efficient time
management when applying
acquired knowledge and
3.3 skills.
600

-

10

205

36

Class lectures.
Class discussion.
Questions/Answer
S

session in class.
Home work.
Learning by
discovery.
Self-education.
Brainstorming.
Online search.
Mind maps.
Concept maps.

Quizzes.
Homework and
Assignments.
Written and online
exams.

Writing reports.
Presentations.
Discussion
debate.
Achievement file.
Performance.

and
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C. Course Content

List of Topics Contact Hours

Introduction:

o Computer Security Concepts
o The OSI Security Architecture
1. o Security Attacks 4
o Security Services
o Security Mechanisms
o A Model for Network Security
Network Security:
5 o Security Through Network Devices 8
o Security Through Network Technology
o Security Through Network Design Elements
Firewalls:
o The Need for Firewalls
o Firewall Characteristics
3 . 8
o Types of Firewalls
o Firewall Basing
o Firewall Location and Configurations
Cryptography:
o Algorithms
4 o Hashing Functions 3
o Symmetric Encryption
o Asymmetric Encryption
Public Key Infrastructure:
o The Basics of Public Key Infrastructures
o Certificate Authorities
o Registration Authorities
5 o o 4
o Certificate Repositories
o Trust and Certificate Verification
o Digital Certificates
Security Standards and Protocols:
o PKIX and PKCS
o X.509
o SSL/TLS
o ISAKMP
o CMP
6 o PGP 2
o HTTPS
o IPsec
o Common Criteria for Information Technology Security (Common
Criteria or CC)
o ISO/IEC 27002
Authentication and Remote Access:
7 o The Remote Access Process 5
o SSH/Telnet
600
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IEEE 802.1X
RADIUS
TACACS+
Authentication Protocols
FTP/FTPS/SFTP
VPNs
IPsec
o Vulnerabilities of Remote Access Methods
IDS/IPS
8 o Explain the functions and operations of IDS and IPS systems. 4
o Describe the characteristics of IPS signatures
Virtual Private Networks:
o VPN Fundamentals
o VPN Management
o VPN Technologies
Wireless Network Security:
10 o Introduction to Wireless Networking 3
o 802.11Attacking, New Security Protocols, and Implementation

e L

O O O O O O O

D. Students Assessment Activities

Percentage of

Assessment
L - Total
Assessment Activities timing
' Assessment
(in week no)
Score
1 Mid-term Week 7 20%
2 Quizzes (From 3-4 Quizzes) Week 5, 10 10%
3. 1% Practical Evaluation Week 2-11 15%
4 2" Practical Evaluation Week 11 10%
S5 Participation Week 1-11 5%
6 Final Week 12 40%
7 Total Marks 100%

*Assessment Activities (i.e., Written test, oral test, oral presentation, group project, essay, etc.)
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E. Learning Resources and Facilities

1. References and Learning Resources

o Network Security, Firewalls, and VPNS, by J. Michael Stewart,
2010, ISBN 10: 076379130X

o Cryptography and Network Security: Principles and Practices
by W.Stallings, Prentice Hall, 5 th Edition, ISBN-10:

Essential References 0136097049

o Principles of Computer Security: CompTIA Security+ and
Beyond by Wm.A. Conklin et al., McGraw Hill, 3 rd Edition,
ISBN-10: 0071786198

Supportive References  [MNIZA

Electronic Materials Online resources will be provided during class lectures on LMS.
OIEIACETGIGRVEICEISE N/A

2. Required Facilities and equipment

Items Resources

Facilities
(Classrooms, laboratories, exhibition rooms,
simulation rooms, etc.)

Classroom — A computer lab equipped and
connected to a shared printer and the internet.

Technology equipment Smart board, data projector, Microsoft Visio or
(projector, smart board, software) Edraw Max and Internet browser.

Other equipment

(depending on the nature of the specialty) R

F. Assessment of Course Quality

Assessment Areas/Issues Assessor Assessment Methods

1.Questionnaires and

referendums approved by

the department.
Effectiveness of teaching Peer references — students.  2.Peer evaluation of
faculty members.
3.Review the results of the
students' evaluation.
1.Questionnaires and
referendums approved by
the department.
2.Review course
descriptions and course
reports periodically.

Peer references - program
Effectiveness of students assessment  leaders - faculty members —
students.
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Assessment Areas/Issues Assessor Assessment Methods

3.Peer evaluation and
periodic exchange of
correction and scrutiny
among fellow faculty
members.

4.Review samples of
students' work.

1.Questionnaires and
referendums approved by

Program leaders - faculty e ——

uality of learning resources
QU 9 members - students

2.Write-offs and
monitoring.
1.Review the course
report.
The extent to which CLOs have been Program leaders - faculty 2.Analysis of examsforms,
achieved members. grades, students' work
and records of

achievement.
Other
Assessor (Students, Faculty, Program Leaders, Peer Reviewer, Others (specify)
Assessment Methods (Direct, Indirect)

G. Specification Approval Data
Department of Applied Sciences — Applied College

COUNCIL /COMMITTEE

REFERENCE NO.

DATE
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A. General information about the course:

Course Identification

1. Credit hours: 2 hours (1 hours Lecture, 2 hours Lab)

2. Course type:

a. University L[] College [ Department[] TrackX Others[]
b. Required Electivel]

3. Levell/year at which this course is

offered: Five/ Two

4. Course general Description:

The Graduation Project in networking is a capstone course designed to provide
students with an opportunity to apply the knowledge and skills acquired throughout
their networking diploma program. Students will work on a substantial project or
research topic related to networking, demonstrating their ability to analyze, design,
implement, and evaluate solutions to real-world networking challenges.

This course conducted under the general guidance of an approved faculty
member. The course will allow the student to develop various skills, within a
context that students will find relevant and engaging. Towards the end of the
semester, the students should submit a project report and give a formal
presentation.

5. Pre-requirements for this course (if any): None

6. Co-requirements for this course (if any): None

7. Course Main Objective(s)
The main objective is to provide students with an opportunity to apply the
knowledge and skills acquired throughout their Networking diploma program.

By the end of the course, students will be able to:

1. Formulate a comprehensive project proposal that addresses a significant
networking issue or research question.

2. Apply relevant networking concepts, principles, and techniques to analyze,
design, and develop a solution or research methodology.

3. Conduct in-depth research and critically analyze existing literature and
practices related to the chosen project topic.

4. Implement and test the proposed solution or research methodology,
considering cybersecurity best practices and ethical considerations.

5. Evaluate the effectiveness and impact of the project, considering relevant
metrics and criteria.

6. Communicate project findings effectively through written reports and oral
presentations.

7. Apply project management fundamentals

8. Demonstrate professionalism, teamwork, and time management skills

throughout the project duration. (become familiar with teamwork: team size of 3 to
5 students)

600
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1. Teaching mode (mark all that apply)
1. Traditional classroom
2. E-learning
Hybrid
& e Traditional classroom 36 100%
e E-learning
4. Distance learning

2. Contact Hours (based on the academic semester)

Activity Contact Hours

1. Lectures 12

2. Laboratory/Studio

3. Field

4. Tutorial 12
Others (specify)

5 Seminars: The course emphasizes group work, guided by 12

weekly face to face (or online) meetings with the advisor
(group project supervisor)

I N N
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B. Course Learning Outcomes (CLOs), Teaching Strategies

and Assessment Methods

Course Learning Outcomes

Code of CLOs
aligned with
program

Teaching
SHEIEES

Assessment
Methods

Knowledge and understanding

1.1

1.4

Identify a networking
problem

Demonstrate in-depth
knowledge and
understanding of
networking concepts,
principles, and
technologies.

Familiarity with
international and national
regulations and systems
related to networking.

Develop robust project
management techniques

5¢ «2¢ d¢

St 2g <1g

4 2g d¢

5¢ 2¢ dg

-Classroom
Lectures.
-Discussions.
-Experimental
Learning.
-Self Learning.
-Brainstorming

-Tutorials

2.3

Apply critical thinking and
problem-solving skills to
identify and address
networking challenges.
Conduct independent
research and analysis to
propose innovative
solutions in networking.
Provide a link to the
practical experiences of
industry professionals,
showcasing the relevance
of computer security in
real-world scenarios.

3@ ‘Ze ‘1@

7o de 3o 25 <L

7@ ‘6@ ‘4@ ¢ 2@ ‘1e

-Classroom
Lectures.
-Discussions.
-Experimental
Learning.

-Self Learning.
-Brainstorming.
-Seminars.

-Tutorials.
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Code of CLOs
Code | Course Learning Outcomes aligned with
program
Deliver plans clearly and Ta 6p ¢ 25 1a
2.4 concisely orally, visually
and in a written form.

Teaching Assessment

Strategies Methods

Values, autonomy, and responsibility
Cooperation, teamwork, 13
3.1 ) )
and professional ethics.
Takg respon5|b|I|.ty for 208 _Projects.
continuous learning and
3.2 A -Teamwork. .
continuing personal ) . -Group project
-Discussions.
development. . . Report.
Efficient and effective ti 35 -Brainstorming
icient and effective time 3 _ Class Activity.
33 management when

applying acquired
knowledge and skills.

C. Course Content

List of Topics Contact Hours

Project Proposal Development:

¢ Identifying a networking problem or research question with
a clear problem statement, objectives, and methodology.

1. : . . . hour
e Conducting a literature review and gap analysis 8 hours

o Conducting a feasibility study and assessing the resources
required.

Project Planning and Management:
e Project planning, including defining project milestones,
tasks, and deliverables.
2. 6 hours
¢ Risk assessment and mitigation strategies.
e Project scheduling and time management.

Project Implementation and Testing:

e Designing and developing the proposed solution or research

methodology. ClloNE

e Implementing networking controls and measures.
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o Conducting testing, data collection, and analysis.
o lterative development and refinement.
e Addressing security, privacy, and quality assurance
considerations.
Project Documentation and Reporting:

e Writing technical reports and documentation following
industry standards.

o Creating project artifacts, such as design documents, user 6 Hours
manuals, and system documentation.
e Presenting project findings and results effectively.
Project Evaluation and Documentation:
o Evaluating the effectiveness and impact of the project.

e Assessing project outcomes against predefined metrics and

criteria.
6 Hours
o Documenting project findings, including lessons learned and
recommendations.
o Writing a comprehensive project report.
Project Presentation:
o Preparing and delivering a professional oral presentation.
¢ Demonstrating effective communication skills. 4 Hours

¢ Responding to questions and feedback.
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D. Students Assessment Activities

Assessment
o e Percentage of Total
Assessment Activities timing
. Assessment Score
(in week no)
Quizzes and Assignments Week 2, Week 5 30%
1.
Week 7
Project Week 5, Week 30%
2.
10
5 Final Exam Week 12 40%
6. Total 100%

*Assessment Activities (i.e., Written test, oral test, oral presentation, group project, essay, etc.)

E. Learning Resources and Facilities

1. References and Learning Resources
Essential References N/A

Supportive References N/A
Electronic Materials Online resources will be provided during class lectures on LMS.

Other Learning Materials N/A

2. Required Facilities and equipment

IENS Resources

facilities
(Classrooms, laboratories, exhibition rooms,
simulation rooms, etc.)

Classrooms

Technology equipment PC and WIFI Internet access within the

(Projector, smart board, software) clas_s room
Projector.
Other equipment N/A

(Depending on the nature of the specialty)

F. Assessment of Course Quality

Assessment Areas/Issues Assessor Assessment Methods

1. Questionnaires and
surveys approved by the
department.

Effectiveness of teaching strategies Students — Peers 2. Peers’ assessments by
faculties.
3. Reviewing the results of
the students' evaluation.

Effect ¢ students’ Peers, Program 1. Questionnaires and
EClVeness of students Leaders, Faculty, surveys approved by the
assessment
Students. department.
o006
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Assessment Areas/Issues Assessor Assessment Methods

Program Leaders,

Learning Resources Faculty, Students.

Quiality of learning resources Program Leaders,
y g Faculty.

The extent to which CLOs have

been achieved

Other

2. Review course
specifications and course
reports periodically.

3. Peers assessments.
4. Review samples of
students works.

1. Questionnaires and
surveys approved by the
department.

2. Students transcripts.
1. Review course report.
2. Analyze exam models
and students grade
records.

Assessor (Students, Faculty, Program Leaders, Peer Reviewer, Others (specify)

Assessment Methods (Direct, Indirect)

G. Specification Approval Data

COUNCIL COMPUTER PROGRAMS DEVELOPMENT COMMITTEE
/ICOMMITTEE — APPLIED COLLAGE

REFERENCE NO. SECOND- THE FIFTH SEMESTER OF THE YEAR 1445

DATE 29/11/2023 G, 15/ 05 /1444 H
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A. General information about the course:

Course Ildentification

1. Credit hours: 3

2. Course type

a. University [] College [ Department[X Track[] Others[]
b. Required Electivel]

3. Levell/year at which this course is

offered: Level 5

4. Course general Description

In this course, the student is introduced to a group of modern topics in the field of
computers and information technology that keep pace with the rapid development
the world is witnessing in these fields.

Throughout the semester, the course includes an integrated case study in which
one of the course tools is used in addition to the experiences gained in the
relevant courses to build an integrated project.

5. Pre-requirements for this course (if any):

None

6. Co-requirements for this course (if any):

None

7. Course Main Objective(s)

This course aims to enable the student to learn about the most prominent progress
and innovation witnessed in science and technology in the various fields of
technology, to spread awareness about the most important emerging issues in
computer science and information technology.

1. Teaching mode (mark all that apply)

Mode of Instruction Contact Hours

1. Traditional classroom
2. E-learning
Hybrid
3 e Traditional classroom 33 100%
e E-learning
4. Distance learning
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2. Contact Hours (based on the academic semester)

Activity Contact Hours

1. Lectures 28
2. Laboratory/Studio

3. Field

4.  Tutorial

5 Others (Assignments, self-study, projects, research, tests, 110

and group work)

I N 7
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B. Course Learning Outcomes (CLOs), Teaching Strategies
and Assessment Methods

Code Course Learning Code of CLOs aligned Teaching Assessment
Outcomes with program Strategies Methods

Knowledge and understanding

Knowledge of 5¢ <1z e Class lecture Achievement
emerging issues in e Discussion

- tests
computer science and e Survey
information e Discovery Class questions
technology, their learning au

importance and areas
11 of employment.

Self-education
e Developed

Assignments

lecture )
e Brainstorming  Presentations
e survey _ .
e KWL learning Discussion
schedule _
e Mind maps Achievement

Concept maps

file

Analyze and evaluate 7a 20 ¢1a

21 the information,

' knowledge and

concepts acquired.
Apply information 7a 20 ¢la
and fir_1dings from A e

2.2 emerging _ demonstration e Presentatio
te_zchnplogles to new o Developed .
situations. lecture e Performan
Searching for 7¢ <22 <1» o Discovery ce tests
emerging learning e Production

2.3 technologies through e Peer learning metrics
the latest studies and e Self-education e Observatio
scientific sources. e Discussion n
Using information 7222 ¢1a ® Survey e Software
and communications e Brainstorming projects
technology to e Cooperative o Achieveme
communicate, learning nt file
exchange ideas,  Problem o Peer
scientific research, Solving evaluation
and perform tasks and Prole_ct-based Self-evaluation
costs. learning
Practicing critical 7o 20 ¢1a

thinking and solving

2.5 problems facing the
learner in the course
in creative ways.



- c

wujaillg puleill pugdi diun <

Education & Training Evaluation Commission

Values, autonomy, and responsibility

Cooperation, 3l Observation
3.1 teamwork, and cards

professional e_thlf:s. e Project-based Discussion

Take responsibility Q32 learning

for continuous o Cooperative Class questions
3.2 Iearning and |earning )

continued personal e Discussion Rating scales

development. e Practical Self-

Manage time a3 lecture assessment

efficiently and e Modelingand  value scales

effectively when role modeling _
3.3 applying acquired Survey Peer evaluation

knowledge and skills.

C. Course Content

Achievement
file

List of Topics Contact Hours

Aurtificial intelligence

Application design and programming
Big data

Internet of things

Cloud computing

Blockchain Technology

N~ o 0N W N R
w w w o w OV o

Privacy and personal data regulations

D. Students Assessment Activities

Assessment
" e Percentage of Total
Assessment Activities * timing
: Assessment Score
(in week no)
1. Midterm Week 6 20%
2. Quizzes Week 3,9 10%
3. Project Week 10 30%
4 Final Exam Week 12 40%

*Assessment Activities (i.e., Written test, oral test, oral presentation, group project, essay, etc.)
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E. Learning Resources and Facilities

1. References and Learning Resources

1. artificial intelligence illuminated , Ben Coppin

2. Artificial Intelligence A Modern Approach , stuart Russell and
Peter Norvig

3. Big Data: A Very Short Introduction, Dawn E. Holmes -

4. Introduction to loT ,Sudip Misra, Anandarup Mukherjee, Arijit
Roy

5. Internet of Things (IoT): Principles, Paradigms and
Applications of IoT ,Dr Kamlesh Lakhwani, Dr Hemant Kumar

Essential References Gianey, Joseph Kofi Wireko, Kamal Kant Hiran

6. Blockchain Technology and Applications , edited by Pethuru
Raj, Kavita Saini, Chellammal Surianarayanan

7. Cloud Computing A Hands-on Approach

8. Data Protection and Privacy: (In)visibilities and Infrastructures
,edited by Ronald Leenes, Rosamunde van Brakel, Serge
Gutwirth, Paul De Hert

The implementing regulation of the personal data protection law

,Saudi law , SDAIA

Supportive References
Electronic Materials The course website through the blackboard platform
Other Learning Materials -

2. Required Facilities and equipment

Items Resources

facilities Classroom
(Classrooms, laboratories, exhibition rooms,  Lab equipped with modern technologies in course
simulation rooms, etc.) vocabulary.
Technology equipment Smartboard
(projector, smart board, software) Projector

Other equipment
(depending on the nature of the specialty)
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https://www.google.com.sa/search?tbo=p&tbm=bks&q=inauthor:%22Dr+Kamlesh+Lakhwani%22
https://www.google.com.sa/search?tbo=p&tbm=bks&q=inauthor:%22Dr+Hemant+Kumar+Gianey%22
https://www.google.com.sa/search?tbo=p&tbm=bks&q=inauthor:%22Dr+Hemant+Kumar+Gianey%22
https://www.google.com.sa/search?tbo=p&tbm=bks&q=inauthor:%22Joseph+Kofi+Wireko%22
https://www.google.com.sa/search?tbo=p&tbm=bks&q=inauthor:%22Kamal+Kant+Hiran%22
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F. Assessment of Course Quality

Assessment Areas/Issues Assessor Assessment Methods

1. Questionnaires and
referendums approved
by the department.

2. Peer evaluation of
faculty members.

3. Review student
assessment results.

Effectiveness of teaching Peer reviewer - student

1. Questionnaires and
referendums approved
by the department.

2. Review course
descriptions and
course reports

Peer references - program periodically.

leaders - faculty members - 3. Peer evaluation and

students periodic exchange of
correction and
auditing among fellow
faculty members.

4. Review samples of
student work.

Effectiveness of students
assessment

1. Questionnaires and
referendums approved
Program leaders - faculty by the department.
members - Students 2. Delisting and
monitoring lists.

Quality of learning resources

1. Review the
rapporteur’s report.
The extent to which CLOs have been Program leaders - faculty 2. Analyze test forms,
achieved members grades, student work,
and records of
achievement.
(Students, Faculty, Program Leaders, Peer Reviewer, Others (specify)
(Direct, Indirect)

G. Specification Approval Data

COUNCIL
/ICOMMITTEE

REFERENCE NO.

DATE
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A. General information about the course:

Course Identification

1. Credit hours: 3 hours (2 hours Lecture, 2 hours Lab)

2. Course type:

a. University [ College ] Department[] TrackX Others[]
b. Required Elective[]

3. Levellyear at which this course is

offered: Five/ Two

4. Course general Description:

This course provides an in-depth understanding of the various protocols used in
wide area networking. This includes the study of different WAN protocols such as
Frame Relay, ATM, MPLS, leased lines, and VPNs. Also, it aims to teach students
how these protocols work, their advantages and disadvantages, and how they are
used to establish and maintain connections over a wide geographical area.

5. Pre-requirements for this course (if any): None

6. Co-requirements for this course (if any): None

7. Course Main Objective(s)

The main objective is to equip students with the knowledge and skills to design,
implement, troubleshoot, and optimize WAN connections. Students will learn about
routing protocols, circuit-switching, packet-switching, and many other protocols
that are relevant to WANSs.

1. Teaching mode (mark all that apply)
1. Traditional classroom
2. E-learning
Hybrid
= {1 Traditional classroom 44 100%
11 E-learning
4. Distance learning

2. Contact Hours (based on the academic semester)

Activity Contact Hours

Lectures 22
Laboratory/Studio 22
Field

Tutorial

Others (specify) 110
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B. Course Learning Outcomes (CLOs), Teaching Strategies
and Assessment Methods

Course Learning Outcomes

Code of CLOs
aligned with
program

Teaching Assessment
Strategies Methods

Knowledge and understanding

Familiarity with Networks

11 models and LAN. S 2 1t
Knowledge of basic skills
12 for WANSs, their protocols, Be dg3s 2% Ap

and technologies and how
to use it.

-Classroom
Lectures.
-Discussions.
-Survey.
-Experimental
Learning.
-Self Learning.
-Development
Lectures.
-Brainstorming
- Web Survey.
-KWL - Learning
Schedule.

- Mind Maps.
-Concept Maps.

-In-person and
Online Exams.
-Classroom
Questions.
-Assignments.
-Participations.
- Presentations
-Discussions.
-Debates.
-Cognitive
Tests.
-Student
Activity File.

Distinguishing between
types of networks, and
21 types of setting up a
network, routing and
switching.
Designing the optimal wide

8p Sp 3 20 e

s5? ‘43 ‘3? ‘2? c']?

22 area network. 8s 6a
23 Proficiency in using WAN Ba 4o 3a 25 1
i protocols. 8
24 Distinguish between the 8p <20 1a
' technologies used in WAN.
The use of information and 8s 25 1a
communication technology
in communication,
2.5 o o
exchanging ideas, scientific
research, and tasks
accomplishments.
Practicing critical thinking 8 25 ¢1a
26 and solving problems that

the learner faces in the
course in creative ways.

-Classroom
Lectures.
-Discussions.
-Survey.
-Experimental
Learning.

-Self Learning.
-Development
Lectures.
-Brainstorming
- Web Survey.
-KWL - Learning
Schedule.

- Mind Maps.
-Concept Maps.

-In-person and
Online Exams.
-Classroom
Questions.
-Assignments.
-Participations.
- Presentations
-Discussions.
-Debates.
-Cognitive
Tests.
-Student
Activity File.

Values, autonomy, and responsibility

Cooperation, teamwork, 18

L and professional ethics.

600

-Projects.
-Teamwork.

-Notes.
-Discussions.
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Code of CLOs ,
: : : Teaching Assessment
Code | Course Learning Outcomes aligned with .
Strategies Methods
program

Take responsibility for 23 -Labs. -Classroom
39 continuous learning and -Discussions. Questions.
’ continuing personal -Brainstorming -Rubrics.
development. - Web Survey. -Scale
35 -Auditions. Measurements.
- L -Peer
Efficient and effective time Assessments
management when ’
3.3 ; . -Self
applying acquwed. Assessment.
knowledge and skills. -Student
Activity File.

C. Course Content

List of Topics Contact Hours

Overview of Networks:
1. Definition of a network.
2. Types of networks based on the communication media:
a. Wired.
b. Wireless.
3. Types of network topologies.
a. Wired topology.
i. Bus topology.
ii. Ring topology.
ii. Star topology.
iv. Mesh topology.
b. Wireless topology.
i. Infrastructure wireless topology.
ii. Ad Hoc wireless topology.
iii. Wireless Mesh topology.
iv. Hybrid topology.
4. Types of networks based on the geographical areas.

8 hours

a. LANs.
b. WLANS.
c. WANSs.
d. MANSs.
e. CANs.
f. SANSs.
g. PANSs.
5. Router Device.
6. Switch Device.
7. Routing:

a. Static routing
b. Dynamic routing
8. Switching methods:
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a. Packet switching

b. Circuit switching

c. Comparing between packet switching and circuit
switching.

d. Virtual Circuits.

Introduction to WAN:

1.

2
3.
4.
5

No

© @

Overview of WANSs.
Characteristics of WANSs.
Why are WANs Necessary?
The Evolving Enterprise.
WAN Topologies.
a. Point to point topology.
b. Hub and spoke.
c. Full Mesh.
d. Dual-homed topology.
WAN:Ss in the OSI Model.
Common WAN terminology.
a. Customer Premises Equipment (CPE). 8 hours
b. Data Communications Equipment (DCE).
c. Data Terminal Equipment (DTE).
d. Local loop.
e. Demarcation point.
f. Central office.
WAN architecture.
WAN devices.
a. Modem.
b. CSU/DSU.
c. WAN switch.
d. Router.
e. Core router.

WAN link connection:

1.

WAN access ways:
a. Private WAN infrastructure.

i. Dedicated
1. Leased Lines.
2. Concept.
a. How it works.
b. Advantages.
c. Disadvantages. 8 hours
3. Types of T-carrier lines.
a. T1.
b. T2.
c. T3.
d. T4.
ii. Circuit Switched
1. PSTN public switched telephone
network.

AR
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2. ISDN Integrated Services Digital
Network.
a. Concept.
b. How it works.
c. Advantages.
d. Disadvantages.
e. Two Defined interface
standards:
i. Basic Rate Interface
(BRI).
ii. Primary Rate Interface
(PRI).
iii. Packet Switched
1. Asynchronous Transfer Mode (ATM)
technology:
a. Concept.
b. How it works.
c. Advantages.
d. Disadvantages.
2. Frame Relay
a. Concept.
b. Advantages.
c. Disadvantages.
d. How it works.
b. Public WAN infrastructure.
i. Internet.
1. Broadband VPN.
Other WAN Technologies:
1. High Level Data Link Control (HDLC).
a. Concept.
b. How it works.
c. Advantages.
d. Disadvantages.
2. Point to Point Protocol (PPP).
a. Concept.
b. How it works.
c. Advantages.
d. Disadvantages.
Different between PPP and HDLC protocols.
Encapsulate point to point protocol over Ethernet (PPPoE).
a. Concept.
b. How it works.
c. Advantages.
d. Disadvantages.
5. Metro Ethernet (Metropolitan Ethernet).
a. Definition.
b. Benefits of Metro Ethernet.
6. Dynamic Multipoint VPN (DMVPN).

> w

8 Hours

By

o

S
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a. Concept.

b. How it works.

c. Advantages.

d. Disadvantages.

7. Multiprotocol Label Switching (MPLS).

a. Concept.

b. How it works.

c. Advantages.

d. Disadvantages.

VPN Technology:
1. Definition
2. Characteristics
3. Components of the VPN connections.
4. VPN Benefits Access
a. Cost Saving
5. b. Security. 8 Hours
c. Scalability.
d. Compatibility with broadband technology.
Disadvantages.
Types of VPN Access
a. Site to site VPNSs.
b. Remote access VPNs.
Internet Connection Options:
1. DSL Internet Access.
a. ADSL
b. SDSL.
c. IDSL.
d. VDSL.
6. e HDSL. 4 Hours
Cable Modem.
Broadband Wireless.
Fiber Optic.
Dial — UP.
Satellite Internet Access.

o o

o0k wN

D. Students Assessment Activities

Assessment
C e Percentage of Total
Assessment Activities timing
: Assessment Score
(in week no)
Two Midterms (Theorical +Practical) Week 6 30
1.
Week 10
> Quizzes The whole 10
i semester
&\ Lab project Week 10 15

/ /4
\ \ ¥

AR



w)aillg puleill pugdi dism

Education & Training Evaluation Commission

/ /4
\ \ ¥

Ny

Assessment
C e Percentage of Total
Assessment Activities timing
: Assessment Score
(in week no)
4 Attendance and Classroom Participation The whole 5
’ semesters
& Final Exam Week 12 40
6. Total 100

*Assessment Activities (i.e., Written test, oral test, oral presentation, group project, essay, etc.)

E. Learning Resources and Facilities

1. References and Learning Resources
Accessing the WAN CCNA Exploration Companion Guide, by Bob Vachon and Rick

Essential References Graziani.

CompTIA Network+ Certification All-in-One Exam Guide, by Scott Jernigan, 6th Edition.

Supportive References Networking Fundamentals by Crystal Panek.
Electronic Materials Course Lectures on the Blackboard.
Other Learning Materials N/A

2. Required Facilities and equipment

ltems Resources

facilities Lecture room with Smart board Lab with 25
(Classrooms, laboratories, exhibition rooms, PCs.
simulation rooms, etc.) Lab room.
Technology equipment PC and WIFI Internet access within the
classroom

Project rt ft .
(el LD N E ) projector, and packet tracer.

Other equipment

(Depending on the nature of the specialty) .

F. Assessment of Course Quality

Assessment Areas/Issues Assessor Assessment Methods

1. Questionnaires and
surveys approved by the
department.

Effectiveness of teaching strategies Students — Peers 2. Peers’ assessments by
faculties.
3. Reviewing the results of
the students' evaluation.

Effectiven f students’ Peers, Program 1. Questionnaires and
CCUVENess Of STAETs Leaders, Faculty, surveys approved by the
assessment
Students. department.
4000
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Assessment Areas/Issues Assessor Assessment Methods

Program Leaders,

Learning Resources Faculty, Students.

. . Program Leaders,
Quality of learning resources
Faculty.

The extent to which CLOs have
been achieved

Other

2. Review course
specifications and course
reports periodically.

3. Peers assessments.
4. Review samples of
students works.

1. Questionnaires and
surveys approved by the
department.

2. Students transcripts.
1. Review course report.
2. Analyze exam models
and students grade
records.

Assessor (Students, Faculty, Program Leaders, Peer Reviewer, Others (specify)

Assessment Methods (Direct, Indirect)

G. Specification Approval Data

COUNCIL COMPUTER PROGRAMS DEVELOPMENT COMMITTEE
/COMMITTEE — APPLIED COLLAGE

NEZSENG RN O SECOND- THE FIFTH SEMESTER OF THE YEAR 1445

DATE 17 /1172023 G, 03/ 05 /1444 H

10
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