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Desktop Information Security

Introduction

Protection of information assets is the primary goal of information security. This includes
practicing safe computing behaviors to reduce the overall occurrence of theft, loss, or misuse of
University's information assets, and the potential consequences of inappropriate use.

Instruction

— All staff members shall not use the USB modems for Internet access on the Imam University
computers.

— PCs should not be relocated without prior permission of Help Desk.

— All staff members shall not carry any electronic information outside University premises without
prior authorization from their Manager.

— All staff members shall ensure that only the University authorized desktops / laptops are connected

within the University network.

— Papers holding sensitive information should be disposed once not needed (by paper shredder).

— The computers should be locked and protected by strong password once leaving the office.

— Identity of persons req fidential information over the telephone shall be verified before
disclosing the required mformatmn

— All staff members shall not use external devices such as DVDs/ CDs/ Memory Sticks/ any other
removable media inside the University premises. If there is a business need, direct manager should be
authorized.

— Do not use external devices (Flash disk, Hard Disk, CDs, etc) unless you ensure that they are free of
viruses.
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Password Security

The first line of defense for a host computer system is usually the user identification code (user ID) and
some form of authentication. P are Ty the p 1 means of auth a user and
validating their authority to access the computer service, The user creation shall be controlled by a
.formal management process, in which users sign an undertaking to keep their passwords confidential

General Requirements
~ Passwords shall be required to access the University's Information systems and applications Blank

passwords shall not be allowed,
— Default p; ds of all the University's Infc systems and applications shall be
changed.

- Passwords shall be encrypted when stored in the system and/ or traversing over the network.
— Passwords shall not be displayed on the screen when being entered.

Password Creation
- The password shall be at least 8 characters in length and complex enough satisfying the follow-
ing complexity requirement. The password:

o Shall have both lowercase (a-z) and Upper case characters (A-Z)

o Shall have at least one digit (0-9)

o Shall use punctuation and special characters (for example,|@#$%A&*)

o Shall not contain personal information such as user name, telephone number, etc.

o Shall not contain a complete dictionary word.
- The initial/ temporary passwords shall be communicated to staff members after positive identifica-
tion. The staff member shall be forced to change the initial password after first logon.
Password Usage
- Passwords shall not be stored using the "Remember Password" feature of applications.
- Staff members shall not share their passwords with any one and shall be kept secret.
- Passwords shall not be sent via email messages and/ or other forms of electronic communica-
tion without encryption.
Changing Passwords
- The user passwords for all information systems and applications shall be changed for every
ninety (90) days.
- Password history shall be maintained and the new password shall not be identical to previ-
ously used five (5) passwords.
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ISOQAR

CERTIFICATE OF REGISTRATION

This is to certify that the Management System of:

Al-lmam Muhammad Ibn Saud Islamic University
(Information Security Department)

Imam Muhammad Bin Saud Islamic University, Othman Ibn Affan Street,
P.0. Box 5701, Riyadh-11432, Kingdom of Saudi Arabia

has been approved by ISOQAR

ISOQAR
ST
0026

11866

1SO 27001: 2005

Scope of Activities

Ir ion security ent all assets utilized by information security
department of IMSIU, Riyadh for providing information security management services
including technical assessment, device health monitoring, log & VPN management from
its location at Riyadh. The logical boundary terminates at the above location at Riyadh.
This is in accordance with the Statement of Applicability IMSIU-IT-ISMS SOA V1.1 dated
February 03, 2014

Certificate Number: 11866

Initial Registration Date: 22 April 2014

Expiry Date: 22 April 2017
e 3 i
Signed: i > ‘s
Steve Stubley, Technical Director T v
(on behalf of ISOQAR) / el
\ /
4

This certificate will remain current subject to the company maintaining its system to the required standard
This vill be monitored regularty by ISOQAR. Further dlarification regarding the scope of this certficate and the applicability
of the relevant standards' requirements may be obtained by consulting ISOQAR.

TSOQAR Limited Cobra Court, 1 Blackmore Road, Stratford, Manchester M32 0QY
T +44 (0)161 865 3699 F: +44 (0)161 865 3685 E: enquiries@isagar.com wiw.isogar.com
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