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- “the characteristics determining who or what a person or thing is.” - Oxford Dictionary.

- ISO/IEC 24760: It is the representation of an entity in a given context, where
an entity is something that has a distinct existence and can be uniquely

identified (e.g. a person or an organisation). This representation takes the
form of a defined collection of entity attributes or distinctive characteristics.

(These attributes and characteristics are also collectively referred to as personally identifiable information (Pll)).

- ITU-T X.1250: It is the representation of an entity (or group of entities) in the
form of one or more information elements which allow the entity(s) to be
uniquely recognised within a context to the extent that is necessary (for the
Relevant applications).
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* An identifier is a unique label for an object, that can be used to refer to an
entity in a specific context (e.g. a national ID number, a student number, or
a username that refers to a user's digital account).

We can consider an identifier as a special attribute of an entity that must be
unique within its context of use.

* |dentification can be defined as a “process to determine that presented identity
information associated with a particular entity is sufficient for the entity to be
recognised in a particular domain”. — ISO/IEC 24760
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* ISO/IEC 24760: identity management is a set of processes, policies and technologies
that help authoritative sources* as well as individual entities to manage and use identity
Information. Identity management processes include management of:

the identity lifecycle, identity information, and entity authentication as a preparatory step
for authorisation.

* An authoritative source (or identity authority) of identity information is a place from which a
relying party can obtain reliable information about the attributes of a given entity.

* ITU-T Y.2720: identity management is a set of functions and capabilities
(e.g. administration, management and maintenance, discovery, communication

exchanges, correlation and binding, policy enforcement, authentication and assertions)
used for:

- assurance of identity information (e.g. identifiers, credentials, attributes);

- assurance of the identity of an entity (e.g. users/subscribers, groups, user devices,
organisations, network and service providers, network elements and objects,
and virtual objects); and

- enabling business and security applications.
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* |[dentity management is an essential part of many security services, since it
provides assurance of user legitimacy. As a result, identity management is an
integral part of any access management system.

* IDM Vs. IDAM.

* Since identity management requires storing, processing, and transforming of
identity information, it raises many privacy concerns. Moreover, requirements

for privacy and identity management may conflict.
* Requirements of OECD, Data Protection Act, HIPPA, etc.
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* Three main parties can be identified within the web-based identity
management model:

1. The Identity Provider or Identity Issuer (IdP) [4:s¢) 31334] issues an identity to the user,
and is trusted by the other parties for the purposes of identity management.

2. The Service Provider (SP) [4«23 a3is] (or Relying Party (RP) in Microsoft terminology),
needs to identify the user before providing services to him/her.

3. The User [#233wall] needs to use the SP services. Typically, the user employs a user agent
(e.g. a web browser) as the means by which she/he interacts with the IdPs and SPs.
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» User(W3C, P3P, APPEL)/SP/IdP security policies — security token/assertion — DolS —
PoF —etc...
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» Web-based IDM frameworks can be classified into the following three main
classes, depending on the nature of the IdP/IdP and IdP/SP relationships.

1. lsolated framework [J=4l)]. In such a framework there is no co-operation
between parties to support user authentication. The SP trusts only itself, and

also plays the role of the IdP.

Centralised framework [sS4l]. A framework of this type has a single IdP that
provides identity services to other participating SPs within a closed domain or

‘circle of trust’ (CoT).

Distributed framework [£ js4l']. In such a framework each party within a given
group trusts some or all of the parties within this group. This means that every
party within a group is either an IdP that is trusted by some or all members of
this group, or an SP that trusts some or all of the IdPs within the group.
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* These models are defined in terms of the techniques used for user
authentication and identification.

1. Isolated IDM. 2. Information Card-based IDM. 3. Federated IDM.
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1. Isolated IDM.

An isolated identity management scheme is one in which there is no cooperation
between parties for the purposes of user authentication. Historically, most
Internet service providers operated isolated identity management systems. As a

result, users were, and often still are, required to maintain a distinct identifier for
each service provider.

Not fair?!

Service Provider Identifier Credential
and Identity Provider
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2. Information Card-Based IDM.

An Information Card-based identity management (ICIM) scheme (also known as a
claim-based identity management scheme) is one which has the following
properties:

* for each IdP with which the user has a relationship, there is a defined set of
claims, i.e. pieces of Pll for which the IdP is prepared to generate an assertion;

* when using the system, the user is presented with a choice of IdPs using a
‘card-based’ user interface;

* at least one proof-of-rightful-possession method is supported;

* users are capable of asserting their own claims; and

* |dP discovery is performed on the user machine.
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2. Information Card-Based IDM.

ICIM schemes have been designed to make identity management easier for Internet
users; such schemes enable users to employ their IdP-asserted Pll to identify
themselves to SPs, instead of using service provider specific identifiers

(e.g. usernames) and access credentials (e.g. passwords).

CardSpace, DigitalMe, Higgins, etc.

ﬁldentity Provider D Information Card

- Signed Security Token
(containes user PII)

| service provider

Concept of Digital Identity & Identity Management — Dr. Waleed Alrodhan - 8th of December, 2013
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3. Federated IDM.

A Federated identity management (FIM) scheme is one which has the following
properties:

* identity federation process is supported, in which the user SP-issued identity
is linked with the user IdP-issued identity;

* the use of public global identifiers is not supported;

* SSO is supported;

* the scheme is built on an open, standardised, communication framework (e.g.
the SAML SSO profiles); and

* at least one proof-of-rightful-possession method is supported.

2 1435 cin s 13 | LB smns L) asd &y sall | sl a3 [ Apadlai) 3 ymms (2 Sana le¥) dmals | &l sheall il jadl il 3 S 5a



alnglenll pilmll el s (S

3. Federated IDM.

In a Federated identity management system, the user might have one or more ‘local’
identities issued by SPs, in addition to a single identity issued by the IdP within a
specific domain called a circle of trust (CoT).

Liberty Alliance, Shibboleth, Ufed, etc.
OpenlD?

g Signed Authentication Assertion
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* ICIM Vs. FIM.
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Comparison Point

ICIM

FIM

Discovery of IdP

Performed on the user
machine

Typically performed
on the SP server

Pseundonyms

Used

Used

Identity federation

Not supported

Supported

Software enabling compo-
nent on the user machine

Required

Typically not required

Self-issued assertions

Supported

Not supported

Single Sign-On

Not supported

Typically supported

Built on SAML S50 pro-
files

No

Yes

The IdP must be in-
formed of all the accessed
SPs

No

Yes

Proof-of-rightful-
possession methods

Symmetric, Asymmet-
ric, and Bearer

Holder-of-Key  (Sym-
metric and Asymmet-
ric), Sender-Vouches,

and Bearer
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- Waleed A. Alrodhan, Digital Identity and Access Management: Technologies and
Framework. Chapters: Identity Management, Identity Management Systems;
IGI Global. State University of New York, Buffalo, NY, USA. 2011.

- Waleed A. Alrodhan, Privacy and Practicality of Identity Management
Systems:Academic Overview; VDM Verlag Dr. Muller GmbH, Germany. ISBN 978-
3639380255, 2011.

- And other stuff...
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